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Abstract 
Individuals are autonomously designing, creating, and operating their own complex, idiosyncratic 
information systems.  These systems are designed in an experiential and emergent way.  Situations in 
which individuals connect to organizations establish binding, system-to-system interactions described 
here as a bindpoint.   A bindpoint is a revised joint context created when two information systems 
connect.   In order to accommodate individual information systems into the design of organizational user 
interaction, design principles for system-to-system interaction are required. Growing individual 
technological autonomy requires and creates dynamic bindpoints where formerly there were relatively 
static user endpoint interfaces across an air gap.  Useful design principles for these bindpoints are 
needed to enable the organization to securely locate its enterprise system bindpoints in relation to the 
individual system endpoints.  One promising approach is the use of a metalogic as a foundation for an 
explanatory design theory.  This theory satisfies the conditions of emergent complexity created by 
bindpoints while serving requirements for security.   
 
  
 1 INTRODUCTION 
In the past there were few who would question that the rightful ownership of an organization's 
information system would be organization itself. However the increasing availability of information 
technologies to the individual is providing powerful individually designed information systems that are 
increasingly being made available to interact with organizational information systems. If the organization 
becomes dependent on these employee-provided resources, there is a shift from a platform that was 
entirely owned by the organization to a platform that is partly owned by the organization and partly 
owned by the individual. Many organizations today process information on shared systems.  But these 
systems have been shared across supply chains with suppliers and business customers.  These previously 
shared systems have been shared with other organizations. The reliance on cloud computing and 
software-as-a-service has also increased the sharing of computing between organizations (Fingar, 2009). 
The introduction of worker-supplied information resources into organizations is often viewed as a 
problem. The problem arises in both the presence of non-standard configurations and the potential for 
security vulnerabilities.  The undesirable results can include small-scale interoperability issues and rather 
more serious security gaps.  Despite these issues, workers frequently brought their own devices for use in 
their organizational work life (Kennedy, 2013). Currently, these worker-supplied information resources 
are growing into complex multi-device, multi-software information systems in their own right 
(Baskerville, 2011a). The result is a set of information resources with a shared ownership between the 
organization and its workers. Importantly there is a potential collision between the architecture of the 
organization's information system and the architecture of the individual worker. 
In this paper we explore the interaction between individual information systems and 
organizational/enterprise information systems.  The introduction of interoperation between organizational 
information systems and complex individual information systems is a recent phenomenon.  This 
interaction is increasingly important because it is increasingly difficult to prevent workers from creating 
the interaction between the organization’s systems and their own individual systems (Luftman et al., 
2012).  The motive for seeking to prevent this interaction, rather than promoting this interaction is open to 
question.  This interaction is valuable because it offers organizations powerful new information resources 
developed and made available as part of their employment of smart, technologically adept workers.  
Competitive pressures will inevitably drive organizations to overcome the problems with architectural 
solutions rather than the architectural limitations implied by unenforceable bans on interactions. 
Of particular novelty is the manner in which these individual systems are designed and developed.  
Information system architectures refer to a systemic compilation of at least four architectural elements 
embodied in an information system:  the information architecture, the information technology 
architecture, the infrastructure architecture, and the software architecture (Ardagna, Francalanci, & Piuri, 
2004; Smolander, 2002; Zachman, 1987). The architectures of individual systems are not necessarily 
developed by trained system professionals for a persistent, effective and reliable information platform.  
Rather, they emerge through an idiosyncratic process of design-experience-redesign that places the 
organization into a dynamic architectural setting.  This design process demands a novel set of design 
principles that account for dynamic and tentative interconnections between two architectures: a stable 
organizational information architecture, and an unstable, idiosyncratic architecture.  In the paper that 
follows, we introduce a design theory embodied by a set of design principles that follow from the binding 
of stable and unstable information system architectures. 
2 INDIVIDUAL INFORMATION SYSTEMS 
Individual Information Systems (IIS) are, in the first place, information systems. We distinguish these 
from the more common notion of organizational/enterprise information systems (OEIS). In this paper we 
will take the view that information systems are complex social technical phenomena (Bostrom & Heinen, 
 1977; Mumford & Weir, 1979). These systems arise in a human computer system. It is information and 
communications technology in a human context. Information systems are not just an accumulation of 
technology, information, and human factors. Information systems are a synergetic whole that results in a 
symbiosis of information and communication technology with information and human factors that 
produce more than just the sum of the parts. 
Steven Alter (2008) inventories more than 20 important definitions of information systems. While many 
are similar, this suggests that there are many differences in the way experts define information systems. 
Of the 20 definitions, most include references to computer or technology. Most of these definitions also 
refer to organizations in some way. Some of these definitions mention society or social aspects, and most 
would exclude an individually owned information system. The proposal in this paper, that individuals 
have now become so empowered by technology that they are operating an information system as an 
individual rather than as an organization. 
Since we are obliged to have a working definition of information systems for our purpose in this paper, 
we can adapt Alter’s (2008) definition for our purposes: an information system is a type of system, "in 
which human participants and/or machines perform work (processes and activities) using information, 
technology, and other resources to produce informational products and/or services for internal or external 
customers". 
We have specifically adopted the term IIS rather than personal information systems because the term 
personal information system is already present in the literature with a much narrower scope of meaning. 
Information science has defined personal information systems from a database or bibliographic 
perspective (Burton, 1981, p. 440) for the support of personal “collections and personal indexes” (Moon, 
1988, p. 265). Personal information systems are defined as, 
A "personal information system [is one that] provides information tailored to an individual and delivered 
directly to that individual via a portable, personal information device (PID) such as a personal digital 
assistant, handheld PC, or a laptop."  (Silberschatz & Zdonik, 1996, p. 770) 
Personal information systems are regarded as individuals with a particular technology being serviced in 
their needs for data or information. The prevailing definition does not allow recognition of complex 
multi-technology information systems under the control of an individual. 
However there is one important aspect of the work in personal information systems that is relevant to any 
definition of IIS. This aspect is the idiosyncratic nature of personal information systems that also will 
inhabit IIS (Burton, 1981). This nature is because IIS, like personal information systems, correspond to 
unique individuals. 
By integrating these two somewhat contradictory streams, namely, information systems, and personal 
information systems, we can derive a working definition of an IIS: 
An IIS is a system in which individual persons, according to idiosyncratic needs and preferences, perform 
processes and activities using information, technology, and other resources to produce informational 
products and/or services for themselves or others. 
Many readers will have experience with their own IIS, and may find it surprising to argue that their own 
personal computer (PC) or laptop should be elevated to the lofty conceptual level of an IS.  However, 
most IIS have grown more complex than just a few simple applications running on a single processor 
(Baskerville, 2011a, 2011b).  Keep in mind that IIS follow idiosyncratic needs and preferences, so no 
single case can be considered typical. But an abstract example might include multiple desktop machines 
and laptops, smart phones, printers, scanners, and fax machines networked at home into a local area 
network (LAN) that includes a DSL modem, a firewall, an Ethernet router, and a wireless access point.  
Such an IIS would probably access the Internet through three providers:  a DSL connection at home via a 
 telephone provider, an Internet link to the smart phone via a mobile phone provider, and the connection in 
the office using an employer’s LAN. 
Various facilities are accessible to an individual through Internet connections that might be regarded as an 
individual cloud in an IS sense that is broader than just cloud computing (Fingar, 2009).  Part of this 
cloud is typically provided by employers and extends access to publications and regulations, customer 
and vendor data, online professional tools, and virtual meeting resources.  Part is available cheaply (or 
free) for personal use, such as shared file folder drop sites, retail banking, insurance, and financial 
services  
Figure 1 illustrates such an IIS architecture.  The architecture shows how individual usage of IT devices 
has evolved beyond the boundaries of personal computing alone.  These are simply the bottom two layers 
that provide the foundation for a more complete information architecture.  This architecture is not a 
random juxtapositioning of technologies, but a purposefully accumulated set of services that support 
definite information requirements. Here we find work and personal information processes, social 
technical design decisions, and elements that form IS problems that are similar to those of organizations.  
While this architecture takes on an appealingly rationale and stable appearance in Figure 1, it is driven by 
an individual autonomy over its technology and an experiential design process (see below) that 
destabilizes it while making its rationality more difficult to discern.  These two aspects of IIS architecture 
are described next.   
 
Figure 1.  IIS architecture (adapted from Baskerville, 2011b) 
3 INDIVIDUAL TECHNOLOGICAL AUTONOMY 
The literature frames technical or technological autonomy in several ways:  as a characteristic of a nation 
state or culture (Eduardo da Motta e, 2007; McOmber, 1999), as a characteristic of subsidiaries and 
outsourcing service providers (Frost, 2001), as a characteristic of professional associations (Power, 2010),  
and as a characteristic of individual, practicing professionals (Fitzgerald & Ferlie, 2000; Mitcham, 2009).  
For our purposes, we are more interested in the latter frame, technological autonomy as a characteristic of 
an individual.  It refers to the degree of independence with which workers within an organization 
command the architecture of their own IIS.  Technological autonomy is valuable among professionals 
because their subject-area expertise is important in making judgments about choosing professional 
technologies (Fitzgerald & Ferlie, 2000; Frost, 2001). Many organizations are contending with the 
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 presence of workers’ own devices in the workplace; often referred to as bring your own device (Kennedy, 
2013).  This viewpoint suggests that the OEIS must now be configured in order to interact with a 
particular device provided by the individual workers. It is a simplistic notion that the worker will simply 
provide the organization with her preferred device. It fails to recognize that such devices might better be 
acknowledged as portals to the individual’s information system. In other words, such a device is an 
interface between the OEIS and the IIS. This may be a more realistic representation of the situation as 
bring your own system. 
A worker-provided interface to her own IIS is rather a more complex proposition than merely providing 
the organization with a device. The organization is acquiring an interface to a system with a great degree 
of individuality and autonomy. We cannot assume that people are simply organizational system nodes. 
People have idiosyncratic reasons for using the OEIS. These reasons involve idiosyncratic adoption 
patterns, such as which feature subset will be operationally adopted.  Idiosyncratic adoption patterns have 
created issues in the study of adoption because it is difficult to measure adoption in settings where each 
individual adopts a system differently. As a result a great deal of information systems research into 
adoption uses measures of intention to adopt rather than adoption itself.  Such measures are chosen 
because the intention to adopt is a simpler and more easily measured construct. There are also issues of 
individuality in end user development where each individual does more or less in the development of the 
system. And there are also issues with task technology fit that substitutes a suite of task performances for 
the individual. 
The research into personal information systems brought recognition that when people use their own 
systems to interact with libraries they begin storing and processing library and database information in 
idiosyncratic ways (Burton, 1981). Their usage of library systems was clearly subjective in both its scope 
and in its methods or processes for approaching the information. In order to accommodate this 
idiosyncrasy, OEISs encountered new overhead, for example, accounting for complexity in query and 
database schemas. This complexity has also been noticed in research into executive information systems 
that extend their reach into highly diverse information sources for strategy setting (Walls, Widmeyer, & 
El Sawy, 1992). 
4 EXPERIENTIAL DESIGN 
Experiential design occurs when the act of design merges together with the experience of the artefact 
being designed.  A simple example is found in the design of a sand castle being built by a child.  The 
design emerges as much from the construction and use of the artefact as vice versa.  Experiential designs 
are explorable in the sense that they can be tried and changed. While IIS may offer the same profile as a 
complex architected OEIS, these are rarely designed with the same kind of formal, rational design 
process. IIS have a highly variable scope, idiosyncratic processes, and often weird configurations of 
information technology. It might be tempting to attribute unusual designs to an uneducated designer and 
user. However, this design process operates in a different context than the design process of a 
professionally and formally architected OEIS. IIS have unlimited system availability to their user. As we 
have seen from the research into personal information systems, IIS have richer information attributes than 
many OEISs. The design goals for IIS are also different. These design goals often include not only 
utilitarian goals, but hedonistic goals and desires for particular social outcomes. The design goals may 
also include value, enjoyment, and even status enhancement. The latter can occur when an IIS is outfitted 
with a particular technology in order to reflect the desired social status. Research has already shown that 
Internet usage patterns often reflect high social and community purposes. 
IIS are also bounded both socially and geographically to particular sets of information and 
communication technology. The individual designer is operating within a confined sociotechnical context. 
Purchase decisions are highly influenced by the individual designer’s social and professional networks. 
Family, neighbors, and coworkers all influence component selection through their own past choices and 
 their advice to the designer about their future choices. The design components are chosen from mass-
market devices usually at very low cost. These devices are consequently highly standardized and 
reconfigured for the most general individual use. Yet the designer is aiming to achieve a very peculiar 
system by using these standard parts. This puts the architecture into a tension setting. There is a tension 
between the idiosyncrasy of the designer and the design process and the standardized, preconfigured 
components available from which to construct the IIS.  As a result such systems often have complicated 
and inefficient workarounds to make the various components work together to achieve the rather peculiar 
goals and aims of the designer. 
This context creates a setting for a design process that involves an explorative patchwork approach to 
designing an IIS architecture. It is a situation in which the designer is both designing and experiencing the 
design results at the same time (Baskerville, 2011a). It differs from a designer who designs a complete 
entity in a formal, abstract space separately from its realization, and for whom the experience of the 
results is post hoc. This process of experiential design is important in accommodating interactions with 
organizational systems because of its idiosyncratic results and continuous adaptation. Experiential design 
is necessarily explorative because system components are continuously being disconnected and 
reconnected in different ways. It is a trial and error process that sometimes involves acquiring temporary 
components such as trial software or returnable devices in order to experiment with different designs. The 
design process interacts with the artifact being designed. There is a hodgepodge of components that are 
progressively acquired for integration into the IIS.  This hodgepodge is worsened because these 
components are acquired piecemeal and often without a long-term plan. Because components cannot be 
easily discarded and replaced, the component hodgepodge places a more severe constraint on the redesign 
of the IIS. This makes for its matching more difficult because the existing hodgepodge system provides 
the basis for determining new components.  This determination arises with any goal elaboration and 
drives a search for a feasible elaboration of the existing system in order to achieve the goal elaboration. 
These are highly emergent systems often with very short term planning and operating horizons. 
5 ENTERPRISE INDIVIDUAL BINDPOINTS: A DESIGN THEORY 
The problem setting at hand features an OEIS-IIS interconnect between two systems. While it is 
sometimes the case that the OEIS has also been experientially designed, it is often a relatively formal and 
rational OEIS that requires security and stability.  The IIS is instead often characterized by individual 
technological autonomy and experiential design.  We will use the framework of an explanatory design 
theory to detail the design principles that proceed from this problem setting (Baskerville & Pries-Heje, 
2010).  An explanatory design theory focuses on providing design principles based on the functional 
explanations present in the relationships between generalized requirements and generalized design 
components.  This relationship is sometimes moderated by conditions. 
The requirements seem contradictory: (1) security versus idiosyncratic autonomy, and (2) stability versus 
experiential design.  However, the contradictions can themselves be restated as general requirements:  (1) 
maintain security in the presence of idiosyncratic autonomy, (2) maintain idiosyncratic creativity in the 
presence of experiential design.  An assumption underlying these requirements is that idiosyncratic 
autonomy and experiential design are beneficial features to be preserved in the IIS. 
5.1 Design Principle: Bounded Computability versus Predictability 
In many OEIS settings, security is often served by designing predictability into systems.  A fundamental 
benefit of a well-formed security control is that it confines system behavior to predicted courses.   
Controls prevent systems from engaging in unpredicted processes (Baskerville, 1992).  Controls provide a 
rule-based form of predictability, even in the presence of emergent complexity.  While computability is 
not a direct substitute for predictability in such settings, a metalogic (i.e., a specific system-of-logic),  
perhaps based on cellular automata, can be used to create a bounded computability setting that will 
 substitute (Moldoveanu, 2008).  For example, instead of invoking a fixed set of security rules, connecting 
systems could follow a secure protocol to exchange architectural information and compute their bindpoint 
based on compatibility and requirements for features.  (This example is similar to the use of a Web 
Service Definition Language – WDSL – to bind myriad systems across the web; anchoring OEIS-IIS 
bindpoints in learning from distributed systems design.)  Stated as an explanatory design theory:  in 
conditions of emergent complexity, requirements for rule-based predictability (i.e., security controls) can 
be satisfied by components using metalogic to bound computability.   
The design problem shifts to the metalogic for binding the emergent complexity of the OEIS/IIS 
connections in a way that enables security to become computable, even if not predictable.  One approach 
to such a metalogic will be discussed below.  It involves replacing system endpoints with bindpoints, and 
computing the instantaneous security of an IIS from the bindpoint to the endpoint. 
5.2 Bindpoints, Endpoints, and Air Gaps 
Enterprise individual bindpoints are distinct from OEIS end points. They represent dynamic intersections 
between different information systems. By their nature they shift the system air gap deeper into the IIS. In 
this section we will deal with each of these concepts: enterprise end points, dynamic intersections, system 
bindpoints, and air gaps. 
An air gap is an information security concept that refers to the lack of an electronic connection between 
two elements of a system (Lindqvist & Jonsson, 1998). Any information to be conveyed from one 
element to the other element requires some physical intervention, such as keying information into a 
system terminal. For many OEISs, the air gap occurs at the end user interface. At this point the user 
interface often involves a video screen, a keyboard, and a mouse. Information is sent to the user on a 
video screen, and retrieved from the user via the keyboard. Of course the user may also introduce 
pluggable devices such as a flash memory stick where allowed. In security terms, there is an air gap 
between the user and the OEIS resources. 
A user air gap often represents one end point of an OEIS.  An endpoint is the mark of a terminus or 
completion that generates or terminates an information stream.   It can involve remote devices such as 
laptops or other wireless and mobile devices that connect to an enterprise system.  Many current 
enterprise architectures assume that a user endpoint will involve a device and an air gap, such as a laptop 
connected to a server. It is a fundamental assumption underlying bring-your-own-device (BYOD) 
thinking. 
A bindpoint is the new (changed) joint context created when a new or altered IIS connects with an OEIS.  
It is quite different from an air gapped end point.  The bindpoint occurs when the enterprise system 
connects to an IIS.  Distinctive to the notion of a bindpoint is the dynamic and changing character of an 
IIS.  As we learned above, an IIS is emergent and idiosyncratic. But the bindpoint does not simply 
represent the connection between two systems. Owing to the nature of experiential design, the connection 
will change the architecture of the IIS, and affect the emergent goals, affordances, and constraints that 
inhabit the system. Upon connection, the designer will redesign the IIS in an experiential way.  The IIS 
becomes a changed and reconfigured system. Because of the connection, the IIS is moved to a new place 
(a new context) and becomes a new platform for experiential design. Because the connection is a system 
to system connection, we cannot assume that the OEIS is unaffected by this dynamic connection. 
Replacing an endpoint with a bindpoint elaborates the enterprise system in a way that users are 
experientially designing. The enterprise system also moves to a new place (a new context).  The result is 
similar to the notion of a bindpoint in a computer game. When a character in a game encounters or uses 
an object, both the character and the object may be taken to a new place in the game. The new place is the 
bindpoint (Griffiths, Davies, & Chappell, 2003). Importantly bindpoints may be too innumerable to 
predict every permutation of the elements (i.e., a database of bindpoints is impossible), but the bindpoints 
must be computable in order to validate aspects like functional integrity and security. 
 The connection of an OEIS to an IIS creates a form of cross road or intersection between multiple 
systems. This intersection is no longer a simple connection of an endpoint that provides a terminus for the 
enterprise system. It is not merely the entry or exit point for service or process. As a bindpoint it becomes 
the condition of an IIS after binding to the enterprise system. Concomitantly, it also becomes the 
condition of the OEIS after binding to the IIS. In settings where many IIS are bound to an OEIS, 
bindpoints are frequent and diverse. This can mean that the OEIS is subject to constant redesign in the 
presence of the constant experiential design arising in the constellation of associated bindpoints. 
The bindpoint is a new context, not a simple connection. It can affect a diverse array of inputs and outputs 
for both the OEIS and the IIS. Because the bindpoint changes the context of both the individual system 
and the enterprise system, it may develop a web of connections between the two architectures.  For 
example, the OEIS may acquire certain cloud access via the IIS within the bindpoint.  The exact shape of 
this web is ephemeral to the degree engaged by the dynamics of experiential design (see Figure 2). 
 
 
Figure 2.  Bindpoint as a web between individual and enterprise information systems. 
Unlike an end point, a bindpoint will usually shift the air gap further away from the OEIS and deeper into 
the IIS. It can be an important feature of the new context for the enterprise system. The enterprise 
system’s interactions with its user are mediated by experientially designed elements. As the air gap 
becomes more remote, more governance must be exercised to take best advantage of the more 
sophisticated input and output processing afforded by the IIS.  But the functional advantage still stands at 
tension with the security disadvantage. 
5.3 Computing the Instantaneous Security from Bindpoint to Endpoint 
The metalogic for binding the emergent complexity of the OEIS/IIS connections creates a bindpoint, and 
at this instant, creates a possibly unique state for the connected systems.  Since this state cannot be 
predicted, and thus protected by security rules, its security must at least be computable.  The binding 
however provides a boundary in this complexity because the security need only be computed from the 
bindpoint to the endpoint (or air gap) present at that instant.  Such computation would enable either to 
OEIS or the IIS to determine if the instant bindpoint is tenable.  If it is tenable, work can begin.  If it is not 
tenable to either party, then the bindpoint is rejected (and perhaps a new bindpoint would be sought). 
This metalogic invoking components such as bindpoints, endpoints, and air gaps provides a foundation 
for the implementation of an explanatory design theory that satisfies the OEIS/IIS conditions of emergent 
complexity and the concomitant requirements security, not through the design of rule-based predictability 
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 (i.e., security controls), but by a metalogic that bounds computability with an instantaneous bindpoint.  In 
this way, this design theory enables new forms of organizational information infrastructures that engage a 
shared architecture between the organizational IS and the individual IS. 
6 EXPOSITORY EXAMPLE: VIRTUALIZING A DIGITAL FORENSICS 
LABORATORY 
In this simple example, we consider the laboratory work of information systems students who are 
studying digital forensics in a university executive program. The traditional digital laboratory set up 
would provide one desktop computer for each student in the room and an instructor’s desktop computer 
with a projection screen. A network would connect the computers.  Each computer would have the 
licensed forensics software installed. Students would attend classes in this laboratory, and would perform 
their homework exercises in the same lab. The student workstations would represent endpoints in this 
information system architecture, and the air gap would be present at each workstation. In this sense the air 
gap is always present in the laboratory. 
In the executive program all students are provided with a tablet computer and required to provide their 
own laptop computer to support their studies. All students in the program were self-equipped with 
smartphones. In this setting the traditional digital laboratory largely duplicated the IIS provided by the 
students. Further the traditional laboratory constrained the students to complete their work while 
physically in the lab. An alternative organizational architecture created a lab using virtual machines 
available for access via remote desktop from student laptop computers. The virtual machines provided the 
licensed forensics software. For some instances forensics tools had to run in native mode on student 
laptop computers for purposes such as media imaging that required direct hardware access. Instruction 
manuals and lab protocols were delivered to student tablets. 
The resulting bindpoint created a new context for both the OEIS and the IIS. The organization had to 
provide ideal wireless connectivity for classrooms in which laboratory exercises would be conducted 
during class. This was needed to support the remote desktop bandwidth and large file downloading 
bandwidth for many laptops. The organization also provided a substantial virtual machine server to 
support the necessary virtual machines simultaneously active during class. Students had to configure or 
reconfigure their systems to support the course. This meant installing (where required) and configuring 
the remote desktop software, along with other forensic tools (such as imaging and hashing tools) as 
required. These tools had to be determined by the students according to the configuration of their own 
laptop computers and information systems.  Each student was acquiring software and apps, choosing 
peripherals, and configuring their own systems as a experiential process: They were designing while 
using and collaborating with others.  
Because these student systems were idiosyncratic, new demands were placed on the university staff to 
consult on a wide variety of possible forensic computer configurations.  The laboratory protocols had to 
be substantially revised to provide useful direction for individuals using substantially idiosyncratic system 
configurations.  The air gap moved away from university computers and disappeared somewhere into the 
IIS.  Furthermore, the bindpoints for each student system were quite dynamic.  For example, one member 
of a three-person student team would discover a useful app, and the rest of the team would quickly 
reconfigure to acquire and jointly apply the app.  In this way, three bindpoints would change accordingly. 
While this is a simple example, it provides insight into the changing situation when an endpoint is 
replaced with a bindpoint. In the original laboratory, the university owned and controlled the information 
system all the way to the air gap. In the revised executive laboratory, the university did not own or control 
the complete information system. It was partly owned and partly controlled by the university, and partly 
owned and partly controlled by the student. In the original laboratory, the architecture was persistent to a 
great extent. The laboratory design was intended to last three years. This meant that there was three years 
 of exploitation from its design. In the revised executive laboratory, the design is intended to last one term 
(at best). The design and configuration of student IIS evolved in some cases during the course. With each 
successive term, some students will arrive with the most recently available devices, while others will 
arrive with devices older than those seen previously. Each idiosyncratic student IIS dictates a new 
bindpoint for the overall information system shared between students and university. Further, 
reconfiguration of virtual machines is more easily done from term to term. Rather than lasting three years, 
the virtual machines are themselves less persistent. It is not only the student IIS that is changing the 
bindpoints, it is also the OEIS undergoing more frequent change. 
Although the university setting limited the requirements for more than superficial access control security, 
we can use this setting to further illustrate how the design principles could employ bounded computability 
as an alternative to rule-based predictability.  One approach would involve a trusted and independent third 
party in a mode similar to a certificate authority in a public-key crypto system.   This authority would 
need to interact with verifiably secured software agents present in both the university and the individual 
systems.  At any bindpoint instant, the authority can interact with its agents to verify the rule-based 
security state of the OEIS, and to compute the security state of the IIS from the bindpoint to the air gap.  
These states would be represented by compliance with established security characteristics, such as the 
Payment Card Industries PCI security standards.   Once the authority certifies the satisfactory security 
states across the bindpoint, information operations would begin.   
7 DISCUSSION 
One may, and should, also take the perspective that IIS and OEIS were already in existence long before 
the innovation of electronic information technologies.  Even prior to the existence of computers, an 
organization itself was an information system and an individual herself was an information system.  The 
information system in each case was the result of some deliberate design as well as the result of some 
"natural" development.  Earlier research in phenomenology and the sociology of knowledge coined the 
term "stocks of knowledge," instantiations of which the current paper refers to as information in 
electronic IIS and OEIS.  Ultimately, research on IIS and OEIS will profit from placing itself in the older, 
larger, and more historical context so that it will be generalizable to and applicable across electronic and 
non-electronic contexts. 
For more than a generation, a steady increase of the proportion of contingent workers in the labor force.  
This increase is driven by the need for flexibility and the demand for cost competitiveness, but may also 
arise from the technological independence of workers.  Workers, in possession of their own information 
systems may no longer be dependent on organizations to provide the basic technical resources needed to 
accomplish their tasks.  There are indications that the growth in new positions for contingent workers is 
outpacing the growth in new positions for standard employees.  In 2005 there were more than 2.5 million 
temporary and contingent workers employed by 90% of large U.S. companies drawing from a market of 
more than 10 million Americans (Yang, 2012). 
Since organizations often regard these trends from a perspective of the benefits to the organization, it is 
easy to overlook the shifting job security to the worker.  Rather than drawing security from a single 
employer, contingent workers draw their job security from multiple employers.  Working with a portfolio 
of employers can lower the career risk of a contingent worker in comparison to a worker fully employed 
by a single organization.  It is a sense of not having the entire employment benefits in a single basket.  
Replacing the job-for-life with a career portfolio also satisfies the current shift in worker attitudes toward 
an emphasis on choice, autonomy, and flexibility (Jorgensen & Taylor, 2008).  The ability for knowledge 
workers to develop multiple employer relationships depends on the IIS because of the necessary 
technology.  However, it also means the worker is engaging multiple bindpoints in their IIS.  The web of 
bindpoints between organizations and knowledge workers is an increasingly complex many-to-many 
relationship. 
 The ability to effectively enable the engagement of OEIS and IIS is consequently of nascent, but growing 
importance to the future of many organizations for whom knowledge workers, especially contingent 
knowledge workers, are critical to organizational performance.  Design theories that overcome problems 
of stability and security in OEIS-IIS connections provide a promise for safer and more effective systems 
in future. 
8 CONCLUSION 
An IIS is a system in which individual persons, according to idiosyncratic needs and preferences, perform 
processes and activities using information, technology, and other resources to produce informational 
products and/or services for themselves or others.  These systems are complex, pinpointed, and 
customized information systems. Individuals autonomously design, create, and operate these information 
systems.  A number of factors are increasing the organization’s need to interact productively with these 
systems.  Factors include the changing technological sophistication of the knowledge worker, and 
changing trends in worker career and employment options. 
Interaction with an array of individual information systems poses a complex problem for organizations 
with complex information architectures of their own.  These individual systems are designed in an 
experiential and emergent way.  They are autonomous and fast-changing.  These idiosyncratic features 
create dynamic system-to-system bindpoints where formerly there were relatively static user endpoint 
interfaces across an air gap.  This change recasts the organizational information endpoint problem.  The 
organization now needs to securely adjust the location of its enterprise system bindpoints in relation to the 
endpoints that have moved deep within the individual information system.  
One explanatory design theory that satisfies the OEIS/IIS conditions of emergent complexity and the 
concomitant requirements security involves replacing rule-based predictability (i.e., security controls) in 
IIS using a metalogic that bounds computability with an instantaneous bindpoint.  This metalogic 
employs components such as bindpoints, endpoints, and air gaps to provide new forms of organizational 
information infrastructures that engage a shared architecture between the organizational IS and the 
individual IS. 
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